HHomuruka Ynpasjaenusa Undopmanuein u
CBsi3aHHBIMM AKTHBaMH

1. BBenenue

JlaHHas MOMTHKA yCTAaHABIMBAET MIPABUIIa U MPOIIEAYPHI I yIIpaBieHus: nHpopmarmen u
cBszannbivu aktuBamu B TOO «Kommanus D-KOM TTPANM». Ee e - o0ecrednTs
KOH(UICHIINALHOCTD, IIEIOCTHOCTh U JIOCTYITHOCTh MH(OPMAIINH, a TAKIKE 3aITUTHTh
AKTUBBI OT PA3JIMYHBIX YIPO3 U UHIIUICHTOB.

2. O6aacrs [lpumenenus

[TonmTuka pacpocTpaHseTcs Ha BCEX COTPYAHUKOB, IOJPSAYMKOB, IAPTHEPOB U APYTUX
CTOPOH, UMEIOIIUX JOCTyM K nHpopmarun u aktuBam TOO «Kommnanus 3-KOM TTPAUM».

3. Onpenenenus

o Hudpopmanus: Bece nannble, XpaHsAIMecs B 3JEKTPOHHOM UM (PU3MUECKOM BUJE,
KOTOpBIE UMEIOT LIEHHOCTh AJIs1 OpraHU3aIuy.

e AxTuBbl: O60pyaoBaHue, NporpaMMHoe o0ecrieueHrne, THPOPMAIMOHHBIE CUCTEMBI,
JOKYMEHTBI U IpyTHe PeCypcChl, UCIOIb3yeMble Ul 00paOOTKHU, XpaHEHHs U
nepeaayn nHGOpMaInH.

4. Poiau 1 OTBEeTCTBEHHOCTH

o PyxoBoacrBo: OGecnieueHue peannsaluy MOJIUTUKU U BbIIEIEHUE HEOOXOAUMBIX
pecypcoB.

e Cayx0a UT u Besonacnoctu: PazpaboTka u BHEIpeHNE MPOLIETYD 3aALIUTHI
nH(}OpPMaLIUY U yTIPaBICHUS aKTUBAMH.

o Corpyanuku: CobmroieHue yCTaHOBJIEHHBIX ITPABUI U MPOLIEyp, COOOLIATh O
TOOBIX MHIIUJEHTAX O€30MaCHOCTH.

5. Kinacenpurkanusa Muadopmanuu

Nudopmarus knaccuguimpyercs 1o ypoBHIO BaXXHOCTH U TPeOyeMOMY YPOBHIO 3aIlIUTHI:

o Iy6amunas: Madopmanms, qocTymHast Ui BCeX.

e Buyrpennss: Mnpopmarus, 10cTynHas TOIBKO COTPYAHUKAM OpraHU3alyH.

o Konpuaenunansnas: Mudopmarus, 10cTynHas orpaHUueHHOMY YHCITY
COTPYJIHHUKOB U TpeOyolas 3allUThl OT HECAHKIIMOHUPOBAHHOI'O AOCTYTIA.

e CexkperHnan: lHpopmanysi KpUTUYECKONW BaXKHOCTHU, JOCTYI K KOTOPOM CTPOTo
OrpaHHYEH.

6. YnpasiieHue AKTUBaAaMu



6.1 Yuyer AKTUBOB

e Bce akTUBBI JOMKHBI OBITh YUTCHBI U UACHTH(PHUITUPOBAHBI.
¢ Haznagaercs OTBETCTBEHHBIN 3a KaXKIBIM aKTHB.

6.2 3amura AKTHBOB

o @usnueckas U JIOTMYECKas 3alUTa aKTUBOB.
e PerynsipHoe 0OHOBIEHHME U MTATYUHT MPOTPAMMHOI0 00ECIICUEHUS.

7. JocTtyn 1 YupasJenue JlocTynom

e Pasrpannyenue noctyna Ha OCHOBaHHH POJIM U HEOOXOJUMOCTH.
e Hcnonp3oBanne MHOTO(AKTOPHON ayTeHTU(DUKAIHIH.
o PeryispHbIi IepecMOTp NpaBs IOCTYIIA.

8. O0yuenue u OCBeIOMJIEHHOCTH

e OOydeHue cOTpyIHUKOB MpaBuiiaM paboThl ¢ HHGOpPMAaLIUel U aKTUBAMH.
o IIpoBenenue perynspHbIX TPEHHUHIOB 110 0€30MaCHOCTH.

9. PearupoBanue Ha UHIMAEHTHI

e IIporenypsl 0OHApYyKEHHUS, COOOLICHHS U PACCIICAOBAHUS HHIIUICHTOB
0€30MaCHOCTH.

o MCpI)I 10 YCTpaHCHI/IIO HOCJ’ICI[CTBI/II;'I NHIOUACHTOB 1 HpeI[OTBpaHIeHI/IIO nux
MMOBTOPHOTO BO3HUKHOBEHHSI.

10. MOHMTOPHUHT U AyIUT

e PerynsipHblif MOHUTOPHHT UCIIOIB30BAHUS UH(POPMAITMOHHBIX CUCTEM U aKTHBOB.
e IlpoBeneHue BHyTPEHHUX U BHELUIHUX ayJIUTOB 0€30I1aCHOCTH.

11. OonosBaenune IHoauTuku

. HGPGCMOTp 1 OOHOBJICHHE MOJIMTUKH KaK MHWHUMYM OJMH pa3 B Iroxa UWiu 1pu
SHAYUTCIBbHBIX UBMCHCHHAX B OpraHu3aIuu.

12. Hapymienus u JlucuurmuinHapabie Mepbl

. Onpez(eneHHe MECp BOSHCﬁCTBHH 3d HAPYIICHUS ITOJIMTUKHU, BKITFOYAA
JAUCHUIITIMHAPHBIC B3bICKAHUSA BIIOTH 10 YBOJIbHCHUA.

13. 3akaouyeHue



OTa MOJIMTHUKA SIBJISETCS 0053aTEIbHOM I BCEX COTPYAHUKOB U mapTHepoB TOO
«Kommanus I-KOM TTPAUM>». Bce 0JKHBI ObITh 03HAKOMJIEHBI ¢ OIUTUKON U CIIEI0BAT
€€ TIOJIOXKCHUAM JJIs1 0OecTieueHns 0€30MacHOCTH 1 3aIUThl HH(OPMAIIMU U aKTHBOB
OpraHu3aluu.

Information and Associated Assets Policy

1. Introduction

This policy establishes the rules and procedures for managing information and associated
assets in TOO «Company E-COM PRIME». Its aim is to ensure the confidentiality, integrity,
and availability of information and to protect assets from various threats and incidents.

2. Scope

The policy applies to all employees, contractors, partners, and other parties with access to the
information and assets of TOO «Company E-COM PRIME».

3. Definitions

« Information: All data stored in electronic or physical form that has value to the
organization.

o Assets: Equipment, software, information systems, documents, and other resources
used for processing, storing, and transmitting information.

4. Roles and Responsibilities

e Management: Ensure policy implementation and allocate necessary resources.

e IT and Security Department: Develop and implement procedures for information
protection and asset management.

o Employees: Adhere to established rules and procedures and report any security
incidents.

5. Information Classification

Information is classified by its level of importance and required level of protection:

e Public: Information available to everyone.

« Internal: Information available only to the organization's employees.

o Confidential: Information available to a limited number of employees and requiring
protection from unauthorized access.

e Secret: Critical information with strictly limited access.



6. Asset Management

6.1 Asset Inventory

o All assets must be recorded and identified.
o A responsible person must be assigned for each asset.

6.2 Asset Protection

e Physical and logical protection of assets.
o Regular updates and patching of software.

7. Access and Access Management

e Access control based on role and necessity.
e Use of multi-factor authentication.
o Regular review of access rights.

8. Training and Awareness

e Training employees on rules for handling information and assets.
e Regular security awareness training.

9. Incident Response

o Procedures for detecting, reporting, and investigating security incidents.
e Measures to mitigate the effects of incidents and prevent recurrence.

10. Monitoring and Audit

« Regular monitoring of information systems and asset usage.
o Conducting internal and external security audits.

11. Policy Update

e Review and update the policy at least once a year or in case of significant
organizational changes.

12. Violations and Disciplinary Measures

o Define measures for policy violations, including disciplinary actions up to
termination.

13. Conclusion



This policy is mandatory for all employees and partners of TOO «Company E-COM
PRIME». Everyone must be familiar with the policy and adhere to its provisions to ensure the
security and protection of the organization's information and assets.
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